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Digital Evidence

identify the place intended.” With physical, tangible evidence, the mean-
ing of this requirement is generally clear. Officers must describe the ac-
tual, physical location of items which they desire to seize. However, with 
respect to the location of digital evidence, it is less clear as to what is 
required.

Digital evidence can be classified into 
two categories: actual digital hardware and 
digital information stored in the hardware. 
If the digital hardware itself is the evidence 
sought, then the warrant should describe the 
physical address and location of the hard-
ware. However, the law is not fully devel-
oped as to what is required if the informa-
tion on the digital hardware is the evidence 
sought.

Some authorities suggest that, if the evi-
dence sought is the information stored on 
the digital hardware, then the warrant should 
describe the physical address and location to 
be searched. Secondly, the warrant should 
describe the nature of the digital hardware 
upon which the evidence is expected to be 
stored. However, caution should be exer-
cised by law enforcement in drafting these 
descriptions. If too narrowly tailored, the 
warrant may not authorize search of unan-
ticipated storage devices. If, however, the 
descriptions are drafted too liberally, the 
warrant may be considered unconstitution-
ally overbroad, as in Maryland v. Garrison, 
480 U.S. 79 (1987). However, at this time, 
the law – particularly within Kentucky – is 
relatively undeveloped as to what else, if 
anything, is required.

Often, it is impossible for officers to 
know exactly where information is stored 
inside digital hardware. Usually, an officer 
will need to access the information stored 
within the digital hardware before he or she 
is able to articulate the exact location of the 
information on the hardware. Thus, because 
an officer drafts a warrant before the search, 
seizure and operation of the hardware upon 
which evidence is contained, he or she is 
usually unable to describe exactly where on 
the hardware the evidence may be found.

However, although officers may not be able to articulate the exact 
location of evidence within digital hardware prior to a search of its con-
tents, officers may be able to articulate a reasonable search protocol for 
evidence contained on the hardware prior to the search of the hardware. 

Currently, it is not clear whether a search 
strategy or search protocol should be includ-
ed in a warrant to seize digital information. 

This issue has not been addressed in Ken-
tucky jurisprudence. However, at least one 
federal court has held that the absence of a 
search strategy in a warrant for digital infor-
mation does not render the warrant invalid. 
The court reasoned that before a cursory ex-
amination of the digital hardware upon which 
the information is contained, it would be im-
possible to know how to best search for the 
digital information. 

At least one federal magistrate judge 
ruled to the contrary and refused to issue a 
warrant for digital information because the 
warrant did not list the search protocol to 
be used to obtain the digital information. In 
that case, the court reasoned that computer 
technology has so advanced as to allow law 
enforcement to conduct targeted searches 
for specific information contained in digital 
hardware.

Law enforcement officers will have more 
concrete guidelines for describing digital 
evidence once more courts have addressed 
these issues. However, as technology contin-
ues to advance and evolve, so to will the body 
of search and seizure law relevant to seizing 
digital evidence. Whenever possible, the law 
enforcement officers confronted with such an 
issue should, prior to any search or seizure, 
consult with the appropriate state or federal 
prosecutor regarding the best practices un-
der our rapidly developing jurisprudence.  

Further, when drafting a search warrant 
for digitally stored information, particu-
lar caution should be taken with respect to 
information that might be privileged or in-
formation that might require more exacting 
descriptions because of First Amendment 
concerns. J
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Several years ago, the National Inter-
nal Affairs Investigators’ Association 
invited retired law man Mark Mc-
Clish to talk about statement analy-
sis during a seminar hosted by the 

Lexington Division of Police. 

This approach, statement analysis, was 
brought home recently when I was asked to 
review several old cases being reviewed by my 
former agency’s Cold Case Unit. Many of the 
subjects and witnesses were no longer available 
for re-interviews, and we only had typed or 
recorded statements and, in some cases, only 
interview notes.  

These events led me to recall McClish and 
his presentation on statement analysis. Through 
a quick search on the Internet, I found he had 
authored a book on his area of expertise titled, 
“I Know You Are Lying.”

McClish started his career in law enforce-
ment with the Uniform Division of the United 
States Secret Service in 1983. In 1985, he 
switched to the United States Marshal’s Ser-
vice. The USSS and the USMS both have train-
ing academies at the Federal Law Enforcement 
Training Center in Glynco, Ga. After serv-
ing five years with USMS, Mark returned to 
FLETC as an inspector/instructor at the acad-
emy. 

It was during this nine-year assignment that 
McClish began teaching interview techniques 
and researching word or response analysis. 
McClish prefers to call it statement analysis, 
which includes his research plus the research 

of many experts in the interviewing 
field. He is now a consultant, 

trainer, author and Web 
site host.

McClish has been 
consulted by many law 

enforcement agencies to 

analyze statements in high-profile cases. In his 
book, he discusses his analyses of these state-
ments, which are and have been highly publi-
cized cases in the news. His analyses help ex-
amine how statement analysis works and shows 
who is being truthful and who is deceptive in 
the following cases:

� Oklahoma City Bombing
� O.J. Simpson Murder Trial
� Michael Jackson Sexual Molestation Allegations

� Dr. Martin Luther King Murder
� The Clinton and Lewinsky Scandal
� Lindberg Kidnapping
� The Dr. Sam Sheppard Case
� The JonBenet Ramsey Murder

In the book, McClish points out that state-
ment analysis is the process developed to 
analyze a person’s words to determine if he is 
truthful or deceptive. By following this pro-
cess, the analysis will provide additional infor-
mation by identifying exactly what the inter-
viewee is saying. This can be done by systemati-
cally examining the interviewee’s language and 
the manner in which he uses pronouns, verb 
tense and unique words, among other factors. 
Statement analysis looks at three basic areas 
— word definitions, rules of grammar and re-
search and observation.

Statement analysis is not the same as 
non-verbal communication, where an at-
tempt is made to detect deception through 
the monitoring of body language. One 
of the key aspects of statement analysis is 
that the investigator does not need to see, 
hear or know anything about the subject in 
order to determine if he is truthful. This 
makes the technique especially suited for 
investigators who are reviewing past state-
ments or recorded conversations.

By applying the techniques of statement 
analysis, it can be determined if a person is 
being deceptive. Additional information 
can be obtained from a person’s statement 
because during an interview or when giv-
ing a statement, a person’s words will 
betray them. They word their statement 
based on all the knowledge they possess. 

There usually are several ways the 
subject can phrase his statement. He may 
include knowledge he did not intend to 
share. The key to analyzing the statement 
is to listen to what they are telling us and 
to know what to look for in a statement.

“What a person does not want to tell us 
will influence what he tells,” McClish said 
of why the technique works. 

A deceptive person usually will circum-
vent guilty knowledge by using words to 
prevent the information he doesn’t want 
the interviewer to discover.

The book identifies the things one 
should remember in preparing for the 
interview. Further details about how to 
obtain a statement and the crucial role of 
using open-ended questions are discussed. 
The more the subject talks, the more infor-
mation you gain and the easier it becomes 
to determine if the subject is truthful.

“I Know You Are Lying” is a wealth of 
knowledge about investigative interview-
ing and statement analysis and should be 
a reference resource for recruits as well as 
investigators. J
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“Digital 
evidence can be 

classifi ed into 
two categories: 

actual digital 
hardware and 

digital informa-
tion stored in the 
hardware. ”

If you don’t read the book, visit McClish’s 
Web site at www.statementanalysis.com.

Please purchase PDF Split-Merge on www.verypdf.com to remove this watermark.Please purchase PDF Split-Merge on www.verypdf.com to remove this watermark.


